ZoneAlarm ICS settings.

| CS Gateway Settings

First thing you need is al of your information about your |P address's
To do this, go to the run command and type in "command” with no quotes then hit enter.
Once you get acommand prompt (Black MS DOS style screen) type in “ipconfig /all" minus the quotes, and then hit
enter. You will get something similar to this, depending on your setup.

5[]
=

Microsoft Windows HP [Version 5.1 .266881
CC» Copyright 128528001 Microsoft Corp.

C:s»Documents and Settings“Administrator>ipconfig ~all
Windows IP Configuration

Host Mame . . - chrisztine
Primary Dns Eufflx
Mode Tupe . .

IP Routing Enahled.
WIMS Proxy Enabled.

Unknown
Yes
Mo

Ethernet adapter Don:

Connection—specific
Description . . . .
et Adapter
Phyzical Address.
Dhcp Enabled. . .
Autoconf iguration
IP Addre=s=s._. . . .
Subnet Mask . . .
Default Gateway .
DHCPF Server . . .
DHE Serwvers . . .
HetBIOS over Tocpip

HF EM1287D-TA PCI 168-188 Fast Ethern

88—18-B5-85—-86—2F

Yes

Yes

122 _168 .1 .188

255 _255.255.8

1?2 .168.1.1

1922 168 .1 .1

127.8._8.1

Dizabled

Monday, June @7, 2804 12:-:19:37
Monday,. June @7, 2084 12:-24:37

Leaze Obtained.
Leazse Expires .
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PPPF adapter Family Uideo:

Connection—specific
Description .
Physical Hddreas-
Dhcp Enabled. . .
IPF Addre=s=s. . . .
Eubnet Mask . . .
Default Gateway .
DHE Servers . .
MetBIOS over Tcplp-

WA <PPP-SLIF> Interface
B0-53-45-00—80—-88

Mo

2092 254 .41 .48

255 .255 255255

2072 .254 .41 .48

127.8.8.1

Dizahled

C-sDocuments and Settingss~Administrator>

In thislist you need either the Local IP address, or the Default Gateway |P address. (1P address is the numbersin the
form of XXX.XXX.XXX.XXX)
If you have no routers connected between your compter and your modem then you will need the Local Address. If there
is any thing between your computer and the modem then you will need the default Gateway Address

Be aware that some of the new broadband modems are also small routers so for them you may need the Default
Gateway |P address.
To get to the place to setup the I CS settings in ZoneAlarm, open up the interface and click the word wirewall on the | eft
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side, then click the tab oalong the top that says main. Then toward the bottom of the page you will see a button that
says Advanced. Click it. Now you will see the box below.

Advanced Settings

Security |

~Gateway Security -,

v Automatically check the gateway for securnty enforcement
.. A

~Internet Connection Sharing -,
" This computer iz not on an ICSMHAT netwark,

Thiz computer iz a client of an [CS/MAT gateway running
Sonedlarm Proowith Wweb Filtering

¢ Thiz computer iz an ICS/MAT gateway

Local Address | 209 284 50 216 j

-

[ Suppress alerts lacally if forwarded to clients
R

~General settings
| Block all fragments [ Allow PN protocals

| Block trusted zervers | Allow uncammon protocols at high
gLty

| Block Internet servers W Lock host file

v Enable ARP pratection
R

~MNetwork settings
7 Inchude networks in the Trusted Zone upon detection

(" Exchude netwarks from the Trusted Zone upon detection

,‘H_f;“ Azl which Zone to place new netwarks in upon detection

[ Fezet to Default ]

Check the box that says "This computer isan ICS/NAT Gateway
and then select the Local 1P Address from the drop down list

| CS Client settings

The same things apply. First run ipconfig /al on your client machine as above.
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[l -+ Command Prompt

MMicrosoft Windows XP [Uersion 5.1.2688]
BC>» Copyright 1?85-28A1 Microsoft Cowrp.

C:sDocuments and SettingssAdminisztratoripconfig ~all

indows IP Configuration

Hoszt Mame . . . . .
Primary Dnz Suffix
Mode Tupe . . . . .
IP Routing Enahled.
WINS Proxy Enabled.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description - . . - . . . . .
et Adapter

Physical Address

Dhcp Enabled. .

IP Address. . .

Subnet Mask . .

Default Gateway

DHE Servers . .

C:Documents and Settings“Administrator

AN e

Unknown
Yes
Mo

HP EN1287D-TX PCI 18-188 Fast Ethern

AA-1A-B5—-85-86—-2F
Mo

192 168.8.1

255 .255.255.8

192 168.0.1
127.8.8.1

Now that you have it you need your Gateway |P address if thisis the Client machine.
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Advanced 5ettings

~hateway Security

v Automatically check the gateway for security enforcement
b

~Internet Connection Sharing
(" This computer iz not on an IC5AMNAT network,

Thig computer iz a client of an [CS/MAT gateway running
Sonedlarm Proowith web Filkenng

(" This computer is an IC5MNAT gateway

Gateway Address [[192 168.0.1 |

| Faorward alerts from gateway ta this computer

I
.

~General settings
| Block all fragments | Allow PN pratocols

| Block trusted zervers | Allow uncammon pratocols at high
seCLity

| Block Internet servers V¥ Lock host file

v Enable ARP protection
.

~Network settings
(" Include networks in the Trusted Zone upon detection

(" Exclude netwarks from the Tusted Zone upon detection

,\_l? izl which Zone o place new networks in upon detection

[ Reszet to Default ]

Check the box that says "This computer isaclient of an ICS/NAT Gateway
and then select the Gateway |P Address from the drop down list
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