How you Creat Expert Rules in ZoneAlarm

Creating Expert Rules

First thing you need to do isto get to the kind of expert rule you want to create. First firewall expert rules are global in nature, they
affect the entire connection
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Thisiswhere you start adding expert firewall rules. Just click this add button.

Now for Program expert rules, go to the program list in ZA and right click on the program you want to add an expert rule to, and
select options, then select the expert tab and thisis what you will get.

file:///IF|/Don.hoover.net/To create PDF's/expertrules.html (1 of 12) [8/27/2004 9:26:55]



How you Creat Expert Rules in ZoneAlarm
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And just like the firewall expert rules you click add.

General Area

Once you get this far the rest of creating an expert ruleis the same.
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Add Rule

Add a new rule by entering the following values:
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First thing you want to determine is rank. Now for Firewall expert rules thisisabig deal. Each ruleis enforced in the order listed,
and only thefirst rule that matches will be enforced. But for program expert rules al the rules are enforced equally, so the order
doesn't make any difference, except for the blocking rule (to be explained later)

The second thing you want to determine is the Name of the rule. Thisis required so give it a name that you will know what it means.
Next you can add any comments in that you need to help your figure out later why you did thisrule.

Next you need to pick the state. Enabled means this rule will be checked, disabled means that the rule will be ignored. This comesin
handy when first writing rules and you need to find out what the problem isor if the ruleis doing what you want it to.

& |Enabled ~|

n; |Disabled

Next is the Action that you want. Allow means this rule allows a connection to go through. Block means this connection is blocked.

| Bllow

[

: IEIn:n::k

Next isthe track options. Alert and log means you will get a popup and you will get an entry in the log that this rule was enforced.
Not just that it was blocked, but that the conditionsin the rule were met. Log will just give you alog entry, and then none means that
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you will not be told when thisrule is met.
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Next is figuring out the source. Y ou have several selections you can choose from for your source. First is My computer isjust that,
your own computer, Trusted zone is your computer and any others that have been listed in the trusted zone. Internet zone is
everything that is not your computer or trusted, and any is both internet and trusted zone.

Add Rule

Add a new rule by entering the following values:

~General
Rank: |2 State: | Enabled

M arne: | Achion: |ﬂ-.|||:|l.-'-.l

Cormments: Track: |.ﬁ.|ert and Lag

'
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For Host or site you want to first give it aname, and then an web address, but don't enter in the http:// or ftp:// al you need isthe
web address. Then you need to click the lookup button to get the I P address.
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Add Host/Site

/ Add I

Add a'Web hozt/zite to your Truzted or Blocked £one by completing the fields
below. Mame the 'Web host/site for easy reference later 2o vou always know
who you'te trusting and who you'te not,

Dezcription I

Huost name I

Add IP Address

Add an IP address by completing the fields below. Mame the IP address for
easy reference later o you always know who pou'te frusting and who pou're
niat.

Dezcription I

IP Address ;

Next is adding an IP Range. Give it aname and then enter the first IP address and then the last | P address.

Add IP Range

S A

Add an IP range to your Trusted or Blocked Zone by completing the fields
below. Mame the IP range for easy reference later 2o pou always know who
poul're trusting and who pau'te not,

Dezcription 1|

IP &ddress |

P &ddress I
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Next isasubnet. Again give it a name then enter in the base | P address, then enter in the subnet mask.

Add Subnet

_ﬁ’ Add I

Add a zubnet to pour Truzted or Blocked Zone by completing the fields below.
Marne the subnet for easy reference later 2o pou always know whao pou're
truzting and who pau'te not,

Drescription i|

IP Address ]

Subnet Mazk, I

Next is adding a gateway. Thisisif you want to just allow traffic from your gateway for thisrule, and no place else.

Add Gateway

Enter the following walues for the new Gateway:

IP Address: I |

MAC Address: |

Drescription: ]

Next is an area where you can create groups of locations. When doing this you the same choices to add as above, the host / site, IP
address, |P Range and Subnet. And you add them they same way.
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Add Location Group

i Add ;

Ize the add button to add new location itemns to the graup. Use the
remaove button to clear existing locations fram the group.

M ame l|

Dezcription: I

Locations

Add Location Groups to Rule

,-?‘ Locations i

Select location groups to add ta thiz ile and click 0K, Uncheck
groups to remove them from the ule.

Location Groups

Cancel ]
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Destination Area
This section isidentical to the Source area. Pr OtOCOI Ar ea.

Hereiswhere you enter the protocol or Port number that you want to use for the rule, and there are several waysto do thisalso. You
can also click on a protocol that you have added and edit it or deleteit.

A fis
Add Protocol Add Protocol '
| Edit Pratacal [ Mew Group...

Remove Protocal Existing Group...

First is adding a protocol. First you need to give it a name then if the name of the protocol isn't in the protocol drop down list then
just click on ANY and enter in the port number.

Add Protocal

Enter or Modify the following walues for the TCP-based protocal.

Protoco :

Drescription ;

Destination Paort: 1Dther

Source Port: il:lther

Y ou can also add groups of protocols using this form,
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Add Protocol Group

Va1

[Jze the add button to add new protocol ikemns o the group. Lze the
remove button to clear exizting protocolz from the group.

M ame i|

Description: J

Protocols

Add Protocol Groups to Rule

/ Protocols |

Select protocol groups bo add to this rile and click OF. Uncheck
groups to remove them fram the rule.

Protocol Groups
| DS

[ i, ][ Cancel ]
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The last thing you can change for the expert rule is atime component. Y ou can also click on an existing time component and edit it
or remove it.

R L _
]_ Davy/Time Range

Edit Time Mew Group...
Remove Time Existing Group...

Again thefirst thing you do is give it a name, then select the times you want it to be in affect, then select the days you want it to be
in affect. Use the ctrl and shft keysto select groups or add a day to the selection.

Add Time

/' Add I

Enter the following walues for the new Cap/Time Fange:

Description: !|

Fram: !-‘3-”}' _:jl _‘_’J Ta: I .fjl :J

Days: | 3unday
b onday

Tuesday
Wednesday
Thurzday
Friday
Saturday

[ ][ Cancel J

Y ou can aso create time groups to add.
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Add Time Group

/' Add !

IJze the add button to add new time items to the group. Uze the
remove button to clear existing bimes fram the group.

Mame i

D ezcription: 1

Times

[ H Cancel ]

Add Time Groups to Rule

/’ Times !

Select time groups to add ta this rule and click OF. Uncheck groups
to remove them from the rule,

Time Groups

01,8 ][ Cancel ]

file:///IF|/Don.hoover.net/To create PDF's/expertrules.html (11 of 12) [8/27/2004 9:26:55]



How you Creat Expert Rules in ZoneAlarm

Finisning The Expert Rules

Now all you haveto doisclick OK and that expert rule is done.
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